
Overcomes Native 
Auditing Challenges: 

 Presents file server changes in a
clear and easy-to-read format

 Consolidates change events from
each server and storage device,
allowing administrators to easily
monitor activity across the entire IT
infrastructure.

 Stores audit data in a separate 
database, ensuring file server audit
data can be accessed for 10 years or
more.

 Brings valuable context to file server
changes, including Who, What,
When and Where information and 
before/after values

 Provides the ability analyze and 
compare file system state and 
permissions for any point in time.

 Allows you to see who has access to
what across multiple file servers and 
shares.

 Provides licensing to audit
complementary systems like Active
Directory, Exchange and SharePoint.

File Server Auditing Challenge 
Organizations must audit file server activity 
to ensure that file and folder changes are 

authorized and are aligned with compliance, 
security and operational standards. Otherwise, 
individuals may be subject to fines and litigation, 
while organizations may face reputational damage 
& downtime.  

Offers a Complete Audit Trail 
Changes made to shares, files and 

server configurations lack key details like “Who 

changed what, when and where” and “before & 

after values,” making it nearly impossible to 

answer auditors’ questions, investigate security 

incidents or resolve availability issues.  Netwrix 

Auditor provides full details by offering all the 

context and details organizations need.   

Automates Routine Tasks 
Auditing file server changes can be an 

exhausting, manual process. Logging into each 
server, searching through a sea of cryptic event 
logs, formatting reports and distributing them on 
a scheduled basis takes up too much of your 
valuable time.  Netwrix Auditor does the manual 
work for you; it consolidates audit data from each 
file server into a single repository from which you 
can pull or schedule custom reports.   

Netwrix allowed us to monitor 
all critical aspects of our Microsoft envi-
ronment, thus meeting the auditors’ 
strict requirements 

Mervyn Govender 

CIO,CreditEdge 

Netwrix Auditor for File Servers 

Figure 1. Netwrix Auditor presents  File Server changes in a clear and easy-to-read format.  

Audits Storage Devices
Modern-day organizations are no longer 
using file servers as the only source for 

storing files and shares. Instead they are 
integrating storage devices like NetApp and 
EMC into their network; in fact, many 
organizations have a combination. Yet, each of 
these devices each have their own auditing 
interface. Fortunately, Netwrix Auditor allows 
you to audit file servers, EMC and NetApp 

devices from the same, familiar 
interface.   

Who Has Access to What? 
Knowing who has access to file shares and 
understanding present-day file server 
configurations is key to assessing security and 
compliance. Fortunately, Netwrix Auditor’s 
state-in-time™ reports allow you to see who 
has access to what across multiple file servers 
and shares. It also enables you to analyze and 

compare file system state and 
permissions from any point in time.  

Simplifies File Server Auditing  
Clear and actionable data is at the core of 

auditing . However, most AD audit data is 

disorganized, complex and frustrating: lengthy 

SDDLs, cryptic event IDs and more. Netwrix 

Auditor for File Servers de-complicates audit 
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Platform Benefits 
 Delivers complete visibility into what

is happening across the entire IT
infrastructure.

 Ensures continuous compliance for
PCI, HIPAA, SOX, FISMA and others 
by quickly accessing required reports 
from central storage holding data for
10 years or more.

 Assists with investigation and 
detection of security incidents via
analysis of unauthorized or malicious 
changes to system configurations.

 Helps detect and prevent
breaches of sensitive data by

auditing changes to user content and 
permissions.

 Simplifies root cause analysis: instant
troubleshooting and repair of broken 
system configurations

Platform Features
 Change auditing: detection,

reporting and alerting on all 
configuration changes across your
entire IT infrastructure with Who,
What, When, Where, Why details
and Before/After values.

 Unified platform to audit the entire
IT infrastructure, unlike other
vendors with a set of hard-to-
integrate standalone tools.

 More than 200 predefined reports 
and dashboards with filtering,
grouping, sorting, export (PDF, XLS 
etc.), email subscriptions, drill-down,
access via web, granular permissions 
and ability to create custom reports.

 AuditArchive™: scalable two-tiered 
storage (file-based + SQL database)
holding consolidated audit data for
10 years or more.

Audits More Than File Servers  
The Netwrix Auditor unified platform 

enables organizations to audit all IT changes and 
configurations from a single console. It provides 
the ability to answer who changed what, when 
and where for any system in the IT infrastructure 
– even when logs are not produced.

Delivers Complete Visibility  
IT departments are able to easily spot 
trends and anomalies across the IT 

infrastructure using Netwrix Auditor’s Enterprise 
Overview dashboards. These dashboards 
aggregate change events from audited systems 
into a single view and graphically display the 
information as high-level statistics. Statistics can 
then be drilled down for more granular detail. R 

Offers Flexible Reporting 

Organizations can leverage dashboards  
and reports to transform audit data into 
meaningful and actionable intelligence. 

Administrators, managers and auditors alike can 
receive the exact level of information they need, 
whenever they need it, regardless of the system. 

When we implemented Netwrix Auditor 

we got a very easy to use solution to tell 

us the who, what, when, where details 

for all changes, easily saving us hours of 

investigative work tracking down who made a 

Figure 2. Dashboards provide complete visibility of changes across the   IT infrastructure.  

Efficient, Accurate & Safe  
Through a combination of agentless and 

lightweight, non-intrusive agents,  the 

unified platform makes it possible to capture 

every change across the IT infrastructure. Audit 

data from multiple independent sources is 

consolidated and then held in a two-tiered (file-

based + SQL database) storage. This method 

provides a safe, accurate and efficient way to 

 Configuration auditing tools can 

help you analyze your 

configurations according to best 

practices, enforce configuration 

standards and adhere 
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From Active Directory to SharePoint and 
everything in between, administrators can 
audit changes to security configurations, 
systems and data. With Netwrix Auditor 
organizations will streamline compliance, 
strengthen security and simplify root cause 
analysis everywhere in the IT environment.  
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