GFI White Paper

How to tell if that pop-up
window is offering you a rogue
anti-malware product
Rogue anti-malware products are a bane for every Internet user,
especially those who have little or no technical knowhow.
These are hundreds of scare ware ‘products’ on the Internet.
This white paper examines this type of scam, explains how they
work, what to look out for and how to prevent your computer
from being infected.

Contents
Introduction

3

A list of ‘bad stuff’: GFI Labs descriptions of rogues

5

A list of legitimate anti-malware companies and products

6

Certification groups: other sites that list legitimate anti-malware products

7

Search the web

8

If you need anti-malware protection

10

Summary: How to identify rogues

10

About GFI®

10

2

Introduction
Rogue anti-malware products are among the most persistent and annoying types of malware. Often called
‘scare ware’, rogues are usually do-nothing computer programs that mimic legitimate security software and
are sold to unsuspecting victims. They are a fraud that has plagued Internet users at least since 2005. There
have been instances, too, of rogues that plant spyware on a victim’s machines. Rogue distributors also have
been known to steal credit card numbers that their victims use to pay for their applications.
GFI Labs’ website lists more than 600 named rogues that have been found in the last six years. The number of
files associated with these that VIPRE detects is in the thousands.
Recently GFI Labs has determined that after several years of increases, the number of new rogues had leveled
off at about 160 per year. The malicious operators who distribute them also distribute clones of these rogues,
sometimes on a daily basis. They change little more than the names on the graphic interface and distribute
them again in an attempt to evade detection by security software and to fool victims.
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The rogues all have legitimate-sounding names. And they look like the real thing. Below is the graphic
interface from the Windows Problems Solution. It’s a rogue security product in the Privacy Center family that
pretends to find system problems, registry errors and malicious code on a victim’s machine in order to frighten
him or her into purchasing it. It is a non-functional piece of fake software.
Windows Problems Solution graphic interface:

Here is the warning pop-up window that comes with the Windows Problems Solution rogue:

Typically, a victim purchases a rogue after seeing alarming windows pop up on his PC screen with a message
like: “YOUR COMPUTER IS INFECTED!” The pop-up windows guide him through the steps necessary to
purchase the phony product (credit cards accepted). Often it then scans and removes all the dozen or so
(phony) viruses from his or her PC.
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At best, the victim has just bought a piece of useless software that does absolutely nothing except show
alarming pop-up windows. At worst his or her credit card information has been stolen and is for sale on the
Internet black market. Some rogues install malware that steals personal information from a PC, connect it to a
botnet and leave it accessible to the scammer for other malicious uses.
The rogue ware looks like professional software. So how is the average home Internet user to tell the
difference? For that matter, how is the average home Internet user to know if ANY antivirus, anti-spyware or
anti-anything product is real?
There are three ways. First, one can look up the product name in a list of ‘bad stuff’. Second, he can look it up on
the website of a real product certification body. Third, he can search for it on the web and interpret the results.

A list of ‘bad stuff’: GFI Labs descriptions of rogues
The GFI Labs website lets visitors search for descriptions of rogues and other malware. It also carries a Rogue
Antispyware Blog that describes what the rogues do.
The blog can be found at: http://rogueantispyware.blogspot.com. You will also find detailed instructions on
how to remove the different types of rogue software.
To find the GFI description of a rogue product quickly on the blog page, just search for its name in the box in
the upper left corner of the page. For example, let’s search for “Windows Problems Solution.”
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The result? Our description of the rogue.

A list of legitimate anti-malware companies and products
To determine if an anti-malware product is legitimate, you can look it up on the website of the company that
makes it. How can you tell if the company is legitimate? After all, as the saying goes, “on the Internet, nobody
knows you’re a dog.”
To verify is the company is legitimate and offer legitimate antivirus software, you can to to the VirusTotal
website. VirusTotal is a tool that malware analysts use to test a sample of malware and tell if different antimalware products detect it and what they call it. It’s “...a service that analyzes suspicious files and facilitates the
quick detection of viruses, worms, Trojans, and all kinds of malware detected by antivirus engines.”
You can find a list of the companies that participate in VirusTotal with their antivirus engines here:
http://www.virustotal.com/about.html (credits tab).
Unfortunately, each of the companies listed has products with different names that may not be on this list. For
example, GFI Labs (listed also as Sunbelt Software) sells VIPRE and CounterSpy. Another point to remember is
that all vendors bring new products to market very frequently.
The VirusTotal page is, however, a good place to start. If the company is listed there, it’s legitimate. New,
legitimate AV companies pop up from time to time, so to check even further, you can go to the vendor’s page
and specifically look up the product you have doubts about.
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Certification groups: other sites that list legitimate anti-malware products
There are a number of ‘certification bodies’ – companies and organizations that test anti-malware products to
see if they are capable of detecting and treating current malware. One such group is Westcoast Labs
(http://www.westcoastlabs.org). Westcoast certifies most major anti-malware products. You can enter the
name of a company or anti-malware product in the search box on their website to see if they have rated it.
If you’re searching for a legitimate product, the site should show you a listing such as the following:
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Search the web
This is the quickest and most convenient way to see if an application someone is trying to sell you is a rogue
or not. However, you must interpret the results. Here’s an example, try searching for the rogue Windows
Problems Solution.
As you can see from the screenshot below there is a large number of websites listed that have phrases that
give away the fact that this is not a good thing: “how to remove”, “how to get rid of” and “rogue” are a few.
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A similar web search for a legitimate product shows a much different return. Let’s try a search for “VIPRE.”

It is possible that a rogue product could be distributed by a group with a website, and that page could
show up as a hit in a web search. You only need to read the hits from the search engine to get a sense that
something isn’t right.
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If you need anti-malware protection
If you have a PC and you turn it on, you need anti-malware protection. There are numerous products that
provide comprehensive antivirus and anti-malware protection for computer users. GFI Software offers GFI
VIPRE, an award-winning product that not only provides excellent protection but does not impact negatively
on your computer’s performance.
If you would like more information on rogue and nearly 2,500 files associated with rogue products on the GFI
Labs site, go to: http://www.sunbeltsecurity.com/BrowseCategories.aspx.
Threat type is “Misc” and Threat Category is “Rogue Security Program.”

Summary: How to identify rogues
To summarize here are five straightforward tips to follow:
1. The first signs of a rogue security product (sometimes called ‘scareware’) are the alarming screens 		
that usually warn of infections by numerous viruses or, more recently, hard disk ‘read-write errors’.
2. The rogue application, after giving dire warnings, will then tell you that you must pay for the 			
product before it can clean the threats.
3. The rogues usually holds your machine hostage with annoying pop-up windows until you pay for 		
its software (they take credit cards).
4. A web search will reveal that the rogue’s name is not a legitimate AV product name.
5. The rogue’s warning screens appear illogically.

About GFI
GFI Software provides web and mail security, archiving, backup and fax, networking and security software
and hosted IT solutions for small to medium-sized enterprises (SMEs) via an extensive global partner
community. GFI products are available either as on-premise solutions, in the cloud or as a hybrid of both
delivery models. With award-winning technology, a competitive pricing strategy, and a strong focus on the
unique requirements of SMEs, GFI satisfies the IT needs of organizations on a global scale. The company has
offices in the United States (North Carolina, California and Florida), UK (London and Dundee), Austria, Australia,
Malta, Hong Kong, Philippines and Romania, which together support hundreds of thousands of installations
worldwide. GFI is a channel-focused company with thousands of partners throughout the world and is also a
Microsoft Gold Certified Partner.
More information about GFI can be found at http://www.gfi.com.
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